
 

òDiversity is a strength. It leads 

to more innovation and better 

outcomes. Itõs not just the right 

thing to do; itõs the bright thing 

to do!ó 

ñ Sarah Paquet, Executive Vice-

President, Shared Services Canada. 

Wendy Powley, Associate Pro-

fessor at the Queenõs School of 

Computing, is a passionate advo-

cate for expanding gender diversity 

in the field of computing. Accord-

ing to Statistics Canada, while 34% 

of Canadians with a STEM degree 

are women, women make up only 

23% of Canadians working in sci-

ence and technology. Professor 

Powley is one of the founders of 

the Canadian Celebration of Wom-

en in Computing conference, 

or CAN-CWiC. CAN-CWiC is an 

event for those identifying as fe-

male, non-binary, genderqueer, or 

male allies who are interested 

in advocating for gender equal-

ity in the computing discipline. 

This annual event brings to-

gether leaders in research, edu-

cation and industry from 

across Canada. 

In addition to her work with 

CAN-CWiC, Prof. Powley has 

been one of the recipients of 

the Google exploreCSR 

awards for the second year in 

a row. This funding is used to 

support intriguing projects that 

capture the interest of female-

identifying students to pursue 

graduate studies and research 

careers in computing. 

The 2022 Google explore CSR 

project connected female un-

dergraduate students with 

graduate mentors to collabo-

rate on research in areas of 

artificial intelligence, cyberse-

curity, medical informatics, 

and self-driving vehicles, to 

name a few. At the Mentorship 

presentation showcase on Au-

gust 23, 2022, the mentees 

shared their reflections on 

their research, what they have 

learned, and their future plans. 

Here are their cybersecurity 

testimonials! 

Wendy Powley, Associate   

Professor, School of Computing 

PASSING THE TORCH TO THE NEW GENERATION 
OF FEMALE -IDENTIFYING RESEARCHERS  

MERCY DOANñA FEW WORDS 
ABOUT MY RESEARCH 

Seven years ago, studies showed 
cyber experts could remotely con-
trol media players, steering, engine, 
transmission and braking systems 
in vehicles. 
 
The central issue is that hacking 
capabilities become better over 
time, while the security of the soft-
ware decays. Cyber research is dif-
ficult due to lack of good datañ 
companies lock accurate and sensi-
tive information behind security 
walls. 

 
MY MENTORSHIP TAKE -AWAY 

I learned what the research experi-

ence is like, explored different re-

search papers and what they are 

used for, learned how to identify a 

good research paper. Also, that the 

best method of finding the right 

research topic is to contribute to a 

field that genuinely interests you. 

Research is very self-motivated. 
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MENTEE ñXiming Yu,  Un-
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XIMING YU -A FEW WORDS 

ABOUT MY RESEARCH 

My topic of research is small device 

security with a focus on solutions to 

detecting and preventing malware in 

mobile smart devices. 

The bot master exploits operating 

system and configuration vulnerabil-

ity to compromise devices. 

 By conducting research, I learned 

about multi-layer integrated security 

solutions. 

DISTRIBUTED SECURITY IN VEHICULAR 
COMMUNICATIONS  

MY MENTORSHIP TAKE -AWAY 

I think one of the most important 

aspects of research is to be patient. 

From my experience, when I have a 

very long paper, I would begin by 

patiently scanning the intro, the con-

clusion, and the section titles, then 

break them down into small pieces 

and examine each part one by one. 

Through the mentorship program my 

mindset has changed a lot. 

I have no previous experience doing 

university level research and little 

knowledge in the field of cybersecuri-

ty, so it took time to feel comfortable  

doing it and I would say I now 

enjoy reading research papers. 

NSERC 

CREATE 

Cybersecurity 

There were 3.5 million unfilled cybersecurity 

jobs globally in 2021. Women represented 

just 25 per cent of the global cybersecurity 

work force. 



Aminõs thesis research focuses on securing communications in Com-

munications-based Train Control (CBTC) systems. CBTC systems rely 

on wireless bidirectional communication between trains and infra-

structural devices located near the railroad tracks. It also includes wire-

less communications between components onboard the train. Launch-

ing cyber-attacks on these communications could lead to hazardous 

consequences such as train derailments and collisions. Hence, Aminõs 

thesis work focuses on securing communications to avoid such events.  

Virtual money laundering: policy implications of the proliferation  

in the illicit use of cryptocurrency 

Christian Leuprecht, Caitlyn Jenkins, Rhianna Hamilton   

Journal of Financial Crime 

ISSN: 1359-0790 

Article publication date: 19 September 2022 

Abstract 

Purpose 

This study aims to explain how cryptocurrency is leveraged for illicit purposes across the global 

financial system. Specifically, it establishes how cryptocurrency has been changing the nature 

of transnational and domestic money laundering (ML). It then assesses the effectiveness of 

conventional anti-money laundering (AML) policy and legislation against the proliferation of 

crypto laundering, using Canada as a critical case study. 

Design/methodology/approach 

Data was collected from court cases and secondary sources to build cross-case trends of cryp-

tocurrency use in ML. Illicit International Political Economy forms the theoretical foundation 

for this study, whose contribution is situated in the current literature on crypto-ML. 
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Research/Publications 

DR. CHRISTIAN  

LEUPRECHT  

The ESET Cybersecurity Barometer reveals that most 

Canadians now consider cybercrime to be an 

important challenge to the internal security of 

Canada, with nine out of ten saying it is either very 

important (55.8%) or fairly important (33.5%). 

Findings 

This study finds that Bitcoin is common among crypto-money launderers, though most also use some form of alt-coin, and that the use 

of third-party currency exchanges is a prevalent method to create illicit funds and conceal proceeds of crime. The findings validate two 

hypotheses that illicit use of crypto is prevalent in the first two stages of ML, and that crypto is most often used in conjunction with 

other fiat currencies. Although law enforcement is improving on monitoring and understanding popular cryptocurrencies such as 

Bitcoin, alt-coins pose a significant challenge for criminal intelligence. New regulations for third-party currency exchanges are having a 

positive impact on curtailing crypto-laundering but are shown to be insufficient per se to contain the use of crypto in criminal activity. 

Originality/value  

This study contributes to a more robust understanding of the use of virtual currency in transnational and domestic ML. It contributes 

to an emerging body of literature on the role of technological change in enabling the global flow of illicit funds. It also informs public 

policy on virtual currency in general, and on AML regulation in Canada in particular. 

https://www.emerald.com/insight/content/doi/10.1108/JFC-07-2022-0161/full/html
https://www.emerald.com/insight/content/doi/10.1108/JFC-07-2022-0161/full/html
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A Coalitional Security Game Against   
Data Integrity Attacks in Autonomous 
Vehicle Networks 
 
Anika Anwar, Talal Halabi, Mohammad Zulkernine 
Vehicular communications 
Available at SSRN 4087386 
 
Abstract: Autonomous Vehicles (AV) possess a fully automated driving system that allows the 

vehicle to respond to external conditions and provide advanced and intelligent transportation 

services without human intervention. For AV, the legitimacy and reliability of sensed and trans-

mitted data have direct influence on road network operations. For instance, the integrity of  

vehicle communications is vulnerable to various threats such as spoofing attacks. Due to the 

extremely volatile nature of AV, traditional centralized security solutions lack in flexibility and 

mobility support. Moreover, the very large scale of future AV networks mandates an innovative 

design of intelligent communication among the vehicles to identify authentic traffic information broadcasted all across the network.  

In this paper, we design a vehicular collaboration framework that drives the interactions among autonomous vehicles based on 

trustworthy communications to prevent data integrity attacks. The design involves a distributed, hedonic coalition formation game 

in which the vehicles evaluate their utilities according to their trust in each other and the data they transmit. The proposed vehicular 

coalition formation algorithm enables the vehicles to dynamically join and leave the collaborative communities based on trust up-

dates. Vehiclesõ hybrid trust relationships are derived by integrating the three parameters of the REK model: Reputation,             

Experience, and Knowledge to optimally exploit the available information in the network and adapt the framework to different road 

traffic contexts. Furthermore, to protect the formed coalitions against data integrity attacks, a trust-based data aggregation          

procedure using Dempster-Shafer theory of evidence is adopted to limit the effect of false events on vehiclesõ decisions. The      

experimental results show that our collaboration framework is resilient to data corruption and fabrication attacks. 

 

 

 

 

 

 

Cyberspace is a critical part of our lives. Although we all use cyberspace 
for work, entertainment, and social life, much of its infrastructure and 
operation is invisible to us. We spend a big part of our lives in an envi-
ronment that is almost an essential service but is full of potential dan-
gers: a place where criminals can commit new kinds of crimes, where 
governments can exert political pressure, and where we can be hurt by 
the unthinking actions of the bored and careless. 

Making cyberspace more secure is one of the challenges of our times. 
This is not only (or perhaps even primarily) a technical challenge. It re-
quires actions by governments and businesses to encourage security 
whenever possible, and to make sure that their own actions do not un-
dermine it. Unfortunately, many of those in a position to do something 
about cybersecurity do not have the background to understand the is-
sues fully. Cybersecurity for Everyone will help by describing the issues 
in a way that is accessible to anyone, but especially those from non-
technical backgrounds. 

ð David B. Skillicorn 

Cybersecurity for Everyone -               
now available in Paperback 

ANIKA  

AYESHA 

BABAR  

ANWAR 

"An Approach to Represent and Transform Application-
Specific Constraints for an Intrusion Detection System",  

CASCON 20: Proceedings of the 30th Annual International 
Conference on Computer Science and Engineering,         
Toronto, November 2020, IBM Corp.  

Ayesha Babarõs Master's    
Thesis work with Dr. T. R. 
Dean, A. Babar, F. Imam,   

https://www.sciencedirect.com/science/article/abs/pii/S221420962200064X
https://www.sciencedirect.com/science/article/abs/pii/S221420962200064X
https://www.sciencedirect.com/science/article/abs/pii/S221420962200064X
https://www.amazon.ca/Cybersecurity-Everyone-David-B-Skillicorn/dp/0367643391/ref=tmm_pap_swatch_0?_encoding=UTF8&qid=&sr=
https://www.amazon.ca/Cybersecurity-Everyone-David-B-Skillicorn/dp/0367643391/ref=tmm_pap_swatch_0?_encoding=UTF8&qid=&sr=
https://qspace.library.queensu.ca/handle/1974/27685?show=full
https://qspace.library.queensu.ca/handle/1974/27685?show=full


As admissions increased for the 2021-22 CREATE Cybersecurity 
school year, so did the number of our future cyber experts attending 
the 3rd Annual Tabletop Exercise.   

Kathryn Fizzell, co-contributor from the Experiential Learning Hub 
prepared the students with a pre-briefing just prior to the exercise. To 
accommodate the large number of attendees, Dr. Skillicorn held 2 
separate sessions, where he presented the cyber incidents and   
breaches that quickly escalated into a potential world crisis.  the     
following day, Kathryn led a debriefing session.  

CREATE Cybersecurity students played the roles of senior represent-
atives from government and industry in the Tabletop Exercise,     
simulating the actions of the Government of Canada Cyber Security 
Event Management Plan in response to a cyber attack.  

 

Dr. David Skillicorn, Principal            

Investigator and CREATE Supervisor, 

presenting the Tabletop Exercise 
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Lama Moukahal received the School of     

Computing PhD Achievement Award.  The   

purpose of this award is to recognize a PhD  

student who achieved significant research results: 

quantity and quality of publications, patents and 

commercial products.   

 

òThanks to all the skills I earned in this program, I am 

currently working at Security Compass as a             

Senior Security Researcheró.  

 

Congratulations Lama! 

 

We are very pleased to announce that our first Mini CREATE Cybersecurity Conference will be held in Ottawa 

at the RCMP Conference Centre on December 15th.  Attendees will include our Supervisors, Students, Partners 

and Advisory Board members.  Presentations will be given by our Masters and PhD students, based on their   

cybersecurity research under the supervision of their supervisors. 

School of  Computing PhD Achievement Award 

3rd Annual Tabletop Exercise 

September 7th and 8th, 2022 

1st ANNUAL CREATE CYBERSECURITY MINI CONFERENCE  

LAMA  

MOUKAHAL  



IAN  
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HAVE PASS, WILL TRAVEL 

 

 

I volunteered at the International Cybersecurity Forum (FIC) in Montreal on November 

1st and 2nd. It was the conferenceõs first North American edition. During my free time, I had 

the opportunity to interact with many of the 100 exhibitors present at the event.  

The exhibitors included many important North American and European companies involved in 

cybersecurity, such as 

IBM, Cisco, Fortinet, 

and Darktrace.  

I also attended several 

interesting talks on  

Quebecõs Law 25, 

post-quantum encryp-

tion, and offensive 

security, to name a 

few.  

The 2022 Conference was the 17th edition of ARES and was held at the University 
of Vienna, in Vienna, Austria from August 23-26, 2022, organized by SBA Research . 

We were proud to welcome over 330 participants from 33 countries to ARES & CD-
MAKE conference! The four conference days were filled with internationally         
renowned keynote speakers, excellent papers, and lively workshops! 

The acceptance rate of the ARES 2022 conference was 21,73% (full papers only). 

ARES 2022 was published by the 
International Conference Pro-
ceedings Series published by 
ACM ICPS . 

 

ABO UT ARES 

 
The International Conference on Availability, Reliability and Security 

(ARES) brings together researchers and practitioners in the field of IT    

security & privacy.  Since 2005, ARES serves as an important platform to 

exchange, discuss and transfer knowledge and is hosted every year in     

another European city. 

During the weekend of October 21st and 22nd, I was fortunate to attend the                  

Canadian Women Celebration of Women in Computing CAN_CWIC 2022     

conference. Not only was I awed to see a significant number of motivated women in 

the computer-related domain, but the demographic diversity of the group also amazed 

me.  

It was refreshing to see some younger women at the very start of their computing 

journey having mixed feelings of confusion and excitement. At the same time, it was 

encouraging to meet and listen to women who have made progress in their computing 

journeys - professionally and academically.  

Special applause to all the organizers who worked hard to make this conference a safe 

space for all of us to connect and exchange ideas. It was a unique experience of     

positive energy and I am grateful to the Queen's School of Computing for this             

opportunity.  

MOHAMMAD  

AYESHA 

PEPIN  

ANAS 

Volunteering at the conference with fellow Queenõs cybersecurity students allowed me to meet amazing people and connect with 

other volunteers and cybersecurity experts. It made me realize that the results achieved by cybersecurity companies and          

researchers are meaningful and have a real impact on our everyday lives.  

BABAR 

https://www.sba-research.org/
http://dl.acm.org/citation.cfm?id=3538969
http://dl.acm.org/citation.cfm?id=3538969
http://dl.acm.org/citation.cfm?id=3538969


ANIKA  
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On November 1st and 2nd, I had the 
honor to participate in organizing the 
first FIC North America at the Palais 
des congrès de Montréal. 
 
The conference brought together       
cybersecurity leaders from public       
authorities, multinational companies, 
start-ups, universities, research centers, 
and major digital training schools. 
 
At the conference, I had the opportunity 
to attend talks and chat with               
cybersecurity professionals from the in-
dustry and academia. The conversations 
gave me insights into the future         
directions of the field and its related   
research. 

HAVE PASS, WILL TRAVEL 

As a part of the CREATE program, Mohammed Anas,  Anika Anwar 

and Amin Fakhereldine, attended the event as Cyber Concierges.  

AMIN  

On October 21st and 22nd  I got the privilege to be a part of CAN-

CWIC 2022. CAN-CWIC is the premiere Canadian computing confer-

ence for Women in Technology that brings together leaders in research, 

education, and industry from across Canada. It was an outstanding ex-

perience to see all these great women in one place who all share one 

thing: their passion for technology.  

Thank you Morgan Klein-MacNeil, VP, Finance Technology, TD, 

Melissa Gilliam, Senior Software Engineer, Electronic Arts, Beryl 

Tomay, VP, Last Mile at Amazon, Hanady Abdulsalam, Associate Pro-

fessor & Former Vice Dean, Kuwait University, Anne Steptoe, VP, In-

frastructure, Wealthsimple, Munmun Chatterjee, Technical Program 

Manager, Google for sharing your wisdom, experience, success, and fail-

ures with us. Special thanks go to Professor Wendy Powley for giving us 

the opportunity to attend this conference and connect with such       

inspiring women.   

ANIKA  

I had the opportunity to attend the WeaveSphere conference (previously 
called CASCON) in Toronto. I had the chance to present a short paper 
on the de-identification of free-text clinical    data, which was a nerve-
racking but rewarding experience.  

It's safe to say that Queen's was well represented, as two of my lab mates 
also presented their work during the conference! The industry talks and 

other paper presentations touched on 
many topics, including cybersecurity, 
blockchains, artificial intelligence, & 
quantum computing.  

One of the highlights of my time at WeaveSphere was the expo. I got to 
learn about other students' work and interact with a lot of inspiring   
people. This truly gives me the motivation I need to keep going with my  
research.  

I hope to attend more conferences like FIC and Weavesphere in the fu-
ture. These events are proof that there is constant innovation in       
computer science, and to be a part of this is really exciting.  Ian Pepin,  Sazia Mahfuz & Ahmed Harby  

IAN  

PEPIN  

FAKHERELDINE  

ANWAR 



 

HANNAH  

RUUTH  

   MADELEINE  

    ALDRIDGE  
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PROUD TO ACKNOWLEDGE OUR MPA/CREATE 
CYBERSECURITY GRADUATES 

 National Cybercrime Coordination 

Centre (NC3)  

UNDER THE SUPERVISION OF            

DR. CHRISTIAN LEUPRECHT  

MARIAH  

JACKLIN  

 RCMP  

CASSIDY 

BAIJNAUTH  

Canada Border Services Agency  

GABRIELLA  

MAZUMDER  

Innovation, Science &          

Economic Development  



As a Masterõs of Public Administration student, the CREATE program 
provided me with the training to be successful in a non-technical        
cybersecurity position. By taking two courses at RMC, I was able to ex-
pand my knowledge and understanding of cyber threats. These courses 
provided me with the necessary background for my internship with the 
National Cybercrime Coordination Centre (NC3). After completing my 
internship, NC3 offered me a full-time contract position. 

 Outside of work, I am using my training from the CREATE program to 
educate young Canadians on cyber safety. I designed a 90 minute work-
shop for my Girl Guides (ages 9-11) on cyber safety. If you would like 
me to send you materials or lead a workshop for a youth/childrenõs 
group, do not hesitate to reach out. 

 I would recommend the NSERC CREATE program to any student who 
is interested in cybersecurity. Even without technical training (coding etc) 
the program helped me understand cyber space and how everyday      
Canadians are impacted. 

#2%!4% #āáåúûåãýúíüā 4åûüíõ÷öíàó 

       áā (àööàë 2ýýüë 

ANIKA  

#2%!4% #āáåúûåãýúíüā 4åûüíõ÷öíàó 

áā ,àõà -÷ýñàëàó 

LAMA  

MOUKAHAL  

I recently completed my Ph.D. as part of the NSERC Cybersecurity Create program.  I have spent over three 
years in the program, which helped me build valuable skills, including project management, leadership, and  
communication skills, that I am currently employing in my career. 
 
In terms of cybersecurity knowledge, the program offers fundamental courses that broaden my experience in 
the area. One interesting aspect of the Cybersecurity Create program is that it is not limited to technical courses 
only. I took a social science course that helped me explore and assess the digitized world cybersecurity challeng-
es and the role of governments. We covered various topics,  including cyberterrorism and cyberespionage,     
cybercrime, cyberwar, and counterterrorism. 
 
The program offered great experiential learning opportunities and helped me make crucial professional         
connections. As part of the program, I had an internship at Irdeto, Canada, which prepared me for real-world 
cybersecurity challenges. The industry partners gave us valuable and constructive feedback on our research. We 
successfully designed a vulnerability-oriented fuzz testing framework patented and published in IEEE       
Transaction on Reliability Journal. In collaboration with Irdeto, we also published several other papers in      
reputable venues (e.g., IEEE Internet of Things Journal and the International Symposium on Software          
Reliability Engineering (ISSRE) conference). 

 
Undoubtedly, the most valuable experience I had was working 
with my supervisor Prof. Mohammad Zulkernine whose guid-
ance and profound knowledge helped me make informed     
decisions that shaped my research. 
 
Thanks to all the skills I earned in this program, I am currently 
working at Security Compass as a Senior Security Researcher. I 
advise anyone seeking a professional career in cybersecurity, 
whether in the industry or academia, to join the CREATE    
Cybersecurity Program. 
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HANNAH  

RUUTH  

 

mailto:hannah.ruuth@gmail.com


UPCOMING EVENTS ñ2022-23 

CISCO Forum Canada 2023 

January 30 & 31, 2023 

Toronto, Ontario 

The Cybersecurity Meetup 2023 

January 31, 2023 

Toronto, Ontario 

 Canadian Women in Cybersecurity 2023 

March 9th & 10th, 2023                           

Vaughan, Ontario  

 International Conference on Cybersecurity, Cyber-

crime and Cyberthreats ICCCC  

May 24-25, 2023, Montreal, Quebec 

International Conference on Cybersecurity 

Technology ICCT 

May 24-25, 2023, Montreal, Canada 

  Forum on Canadian Cybersecurity 

 May 28ð30, 2023, Cambridge, Ontario 

International Conference on Embedded Devic-

es and Cyber Security ICEDCS  

International Conference on Healthcare Pay-

ment Systems and Medical Payment Data Secu-

rity  June 15-16, 2023 in Montreal, Canada 

International Conference on Cyber Resilience 

Systems and Cybersecurity ICCRSC 

July 12-13, 2023, Ottawa, Canada 

International Conference on Cybercomputing, 

Cybersecurity and Cloudcomputing 

August 3-4, 2023, Montreal, Quebec 
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IN CLOSING . . . by Dr. David Skillicorn 

Covid hit us within a few months of the start of the CREATE project, and 

we struggled to provide the kind of enriched experiences for our students 

that we had promised. We were mostly successful, and we are grateful to 

our partners for working hard to make internships productive even when 

they had to be remote. 

 

We are pleased to be starting to emerge from covid. Our upcoming mini-

conference is a step towards this; and our students have been able to once 

again attend conferences where they can present their work, and network with other researchers and practitioners. 

 

Research on a wide variety of topics related to security in cyberspace are being investigated. Some of them have been highlighted 

here, but there are many more. As well as the research component, our students learn the technical foundations, and the legal,    

political, and social issues around security in cyberspace, as well as presentation and entrepreneurial skills. They graduate ready for 

careers that will protect Canada from the many threats we face today.  

Sharing the Challenges of  Cybersecurity 

Webinar:  Cybersecurity & Emerging Threats-Oct. 19, 2022  

Dr. David Skillicorn, participated as a panelist in Cybersecurity Awareness 

Month, promoted by the Government of Ontario that featured  Cybersecurity and 

Emerging Threats.  The Ministry of Economic Development, Job Creation and 

Trade was very pleased to host a one-hour webinar to bring together the cyberse-

curity community to learn more about the emergence of global threats. 

 

Increasingly, the global threat environment involves large scale, organized and 

well-funded threat actors that target critical infrastructure, all levels of govern-

ment, and different sectors of the economy. Other panelists included Information 

Systems Security Partners (ISSP), Canadian Cyber Threat Exchange, Rogers Cy-

bersecure Catalyst at Toronto Metropolitan University, Canadian Centre for Cyber  

Security, and Cyber Defence Corporation (CYDEF). 

The Human-Centric Cybersecurity Partnership organized a public 

round table in French at the ITHQ (3535 St-Denis) with the following 

participants: Dr. Nora Cuppens (Polytechnique Montréal), Vanessa 

Henri (Henri & Wolf), André Boucher (National Bank of Canada), 

Dr. Christian Leuprecht (Queenõs University), Pierre E. Rodrigue 

(Ministère de la cybersécurité et du numérique du Québec).   

Public Event òReplacer lõhumain au Coeur de la          

cybers®curit®ó ð Oct. 6th, 2022 ð Montreal 

Dr. David Skillicorn 

Dr. Christian Leuprecht 

https://www.siberx.org/event/ciso-forum-canada-2023/
https://www.siberx.org/event/the-cybersecurity-meetup-2023/
https://www.siberx.org/eventcat/women-in-cybersecurity/?post_type=event
Canadahttps://waset.org/cybersecurity-cybercrime-and-cyberthreats-conference-in-may-2023-in-montreal
Canadahttps://waset.org/cybersecurity-cybercrime-and-cyberthreats-conference-in-may-2023-in-montreal
https://waset.org/cybersecurity-technology-conference-in-may-2023-in-montreal
https://waset.org/cybersecurity-technology-conference-in-may-2023-in-montreal
https://www.cambridgeforums.com/forums/cyber/
https://waset.org/embedded-devices-and-cyber-security-conference-in-june-2023-in-montreal
https://waset.org/embedded-devices-and-cyber-security-conference-in-june-2023-in-montreal
https://waset.org/healthcare-payment-systems-and-medical-payment-data-security-conference-in-june-2023-in-montreal
https://waset.org/healthcare-payment-systems-and-medical-payment-data-security-conference-in-june-2023-in-montreal
https://waset.org/healthcare-payment-systems-and-medical-payment-data-security-conference-in-june-2023-in-montreal
https://waset.org/cyber-resilience-systems-and-cybersecurity-conference-in-july-2023-in-ottawa
https://waset.org/cyber-resilience-systems-and-cybersecurity-conference-in-july-2023-in-ottawa
https://waset.org/cybercomputing-cybersecurity-and-cloudcomputing-conference-in-august-2023-in-montreal
https://waset.org/cybercomputing-cybersecurity-and-cloudcomputing-conference-in-august-2023-in-montreal


October 2022ñCyber Security Awareness Month   
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LAMA  

MOUKAHAL  

BENJEMIN  

SIMONS 

Source:  https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/extortion-extorsion-eng.htm 

In October, Communications Security Establishment Canada (CSE) and its Get Cyber Safe campaign launched Cyber Security Awareness Month 

2022 (Cyber Month) with the theme òFight phishing: Ruin a cyber crimi-

nal's day!ó  Cyber Month is an internationally recognized campaign held 

each October to inform people of the importance of cyber security. 

Phishing is a cyber criminalõs attempt to get sensitive information by 

pretending to be a legitimate sender like a bank or a government organi-

zation. According to the Canadian Anti-Fraud Centre, phishing is one of 

the most commonly reported frauds in Canada. 

This Cyber Month, organizations and individuals across Canada are en-

couraged to get involved by using the free resources in the Champions 

toolkit to raise awareness about cyber security and help fight phishing. 

Also in October, the Communications Security Establishment ran 

its òDonõt get reeled inó digital advertising campaign aimed at helping 

Canadians protect themselves from phishing.  

On October 24th, to mark Media Literacy Week, Get Cyber Safe teamed up with MediaSmarts, to present Discover online safety, a workshop for 

older adults. 

In Canada, Cyber Month focuses on helping Canadians protect themselves in an evolving digital landscape by providing helpful tips that anyone 

can apply throughout the four-week campaign. The 2022 edition focused on educating Canadians about phishing and highlight cyber security best 

practices. Cyber Month explored the following weekly phishing themes: 

Week 1: You Got Phished ð The first week of Cyber Month focused on how to tell if you have been hacked or phished, and what to do to pre-

vent and recover from a scam, including how to report the incident. 

Week 2: Where, Why and How it Happens ð In this week, Cyber Month explored the different types of phishing and provide an understand-

ing of why cyber criminals attempt to scam. Participants learned about phishing trends, social engineering, malware, and ransomware. 

Week 3: Prevention ð This week, taught participants tools and tricks to ruin a cybercriminalõs day by using strong passwords and passphrases, 

enabling multi-factor authentication (MFA) and regularly backing up your data; and 

Week 4: Putting it All to Together ðThe last week of Cyber Security Awareness Month brought together everything  learned throughout the 

month! By the end, participants are able to detect the signs of a phishing campaign and know how to protect against a phishing attack. This not 

only helped the participants but helped them to share the tips with family and friends too. 

Air duct cleaning 

Asian community, calls targeting the 

Bank investigator 

Business proposals, fake 

Business opportunity 

Canada Revenue Agency 

Car wrapping 

Charity 

Collection agency 

Continuity 

Counterfeit merchandise 

COVID -19 

Cryptocurrency 

Donation 

Emergency 

Explicit video 

Extortion  

Fake business proposals 

Fake grant 

Financial agent 

Foreign lottery 

Foreign money offers 

Franchise opportunity 

 

Gem 

Government documents, help with 

Grant 

Hitman  

Hydro 

Immigration extortion  

Immigration website 

Inheritance 

Initial Coin Offerings  

Investment 

Job 

Job: counterfeit cheque 

Loan 

Lottery, foreign 

Low interest rate offers 

Merchandise 

Money mule 

Money offers, foreign 

Mystery shopper 

Pardon 

Personal information 

Phishing 

Ponzi 

Prize 

Prize winner call 

Psychic 

Pump and dump 

Pyramid 

Ransomware 

Recovery pitch 

Resale 

Romance 

Service 

Sextortion 

Sim card swap 

Spear phishing 

Subscription trap 

Taxpayer 

Tech support 

Telephone calls targeting the Asian 

community 

Timeshare resale 

Timeshare 

Vacation 

Vendor fraud 

Video, explicit 

Weight loss grants 

If you think that you are immune to cyber fraud, think again!  According to the Canadian Anti-Fraud Centre, the following are the current 

scams that affect individuals.  This list does not include scams affecting small businesses, scams by medium or identify theft and fraud. 

FRAUD ALERTS 

https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/extortion-extorsion-eng.htm
https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/individual-individuelle-eng.htm


Answers 

1.     D  LDAP 

 

2.     D  VLAN 

 

3.     B  Signature-based 

 

4. B  Firewall 

 

5.    B  Provide time synchronization 

        Source:  https://www.proprofs.com/quiz-school/story.php?title=pp-darril-gibson-sec-technologies-and-tools 

 
       

1.  Your network uses an authentication service base on X.500 specification. When encrypted, it uses 

TLS. Which authentication service is your network using? 

A.  SAML 

B. Diameter 

C. Kerberos 

D. LDAP 

2. You are tasked with configuring a switch so that it separates VoIP and data traffic. Which of the      

following provides the BEST solution? 

A. NAC 

B. DMZ  

C. SRTP 

D. VLAN  

3. A HIDS reported a vulnerability on a system based on a known attack. After researching the alert from 

the HIDS, you identify the recommended solution and begin applying it. What type of HIDS is in use? 

A. Network-based  

B. Signature-based 

C. Heuristic-based 

D. Anomaly-based 

 

4. You manage a Linux computer used for security within your network. You plan to use it to inspect and 

handle network-based traffic using iptables. Which of the following network devices can this replace? 

A. Wireless access point 

B. Firewall 

C. Layer 2 switch 

D. Bridge 

5. Lisa is enabling NTP on some servers within the DMZ. Which of the following use cases is she 

MOST likely supporting with this action? 

A.  Support voice and video transmissions         B.  Provide time synchronization 

C. Enable email usage                                          D. Encrypt data-in-transit 

Test your Cybersecurity KNOWLEDGE 
See answers below 
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