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DRIVER -CENTRIC VEHICLES TO
INTELLIGENT MECHANICAL DEVICES

DISTRIBUTED SECURITY IN VEHICULAR
COMMUNICATIONS

MENTOR i Lama Moukahal,

Ph.D Graduate, CREATE
Cybersecurity Program

MENTEE fi Mercy Doan,
Undergraduate, School of
Computing

MERCY DOANfA A FEW WORDS
ABOUT MY RESEARCH
Seven years ago, studies she
cyber experts could remotely ¢
trol media players, steering, eng
transmission and braking syst

in vehicles.

The central issue is that hacl
capabilities become better ¢
time, while the security of the st
ware decays. Cyber research it
ficult due to lack of good déata
companies lock accurate and s
tive information behind secur
walls.

MY MENTORSHIP TAKE -AWAY
| learned what the research ex;
ence is like, explored different
search papers and what they
used for, learned how to identif
good research paper. Also, that
best method of finding the rig
research topic is to contribute t
field that genuinely interests y

Research is very selbtivated

There were3.5 million unfilled cybersecurity
jobs globally in 2021. Women represented

just 25 per cent of the global cybersecurity
work force.

XIMING YU -A FEW WORDS
ABOUT MY RESEARCH

My topic of research is small devi
security with a focus on solutions
detecting and preventing malware
mobile smart devices.

The bot master exploits operating &
system and configuration vulnerabil- =~
ity to compromise devices.

By conducting research, | learned MENTOR fi Anika Anwar,

about multiayer integrated securityPh.D CREATE Cybersecurity
solutions. Student

MY MENTORSHIP TAKE -AWAY

| think one of the most important
aspects of research is to be patient.
From my experience, when | have a
very long paper, | would begin by

patiently scanning the intro, the con-
clusion, and the section titles, then
break them down into small pieces
and examine each part one by one.

Through the mentorship program my
mindset has changed a lot. MENTEE fi Ximing Yu, Un-

I have no previous experience doind!ergraduate, School of Computi

university level research and little
knowledge in the field of cybersecurdoing it and | would say | now
ty, so it took time to feel comfortableenjoy reading research papers.



Page 2 NSERC CREATE Cybersecurity Vol ume 1, I s s

Research/Publications

Virtual money laundering: policy implications of the proliferation

in the illicit use of cryptocurrency

Christian Leuprecht, Caitlyn Jenkins,Rhianna Hamilton
Journal of Financial Crime

ISSN:13590790

Article publication date: 19 September 2022

Abstract

Purpose

This study aims to explain how cryptocurrency is leveraged for illicit purposes across the
financial system. Specifically, it establishes how cryptocurrency has been changing the
of transnational and domestic money laundering (ML). It then assesses the effectiver
conventional antnoney laundering (AML) policy and legislation against the proliferation

i crypto laundering, using Canada as a critical case study.

DR. CHRISTIAN

Design/methodology/approach

Data was collected from court cases and secondary sources to baiteroeads of cryp-
LEUPRECHT tocurrency use in ML. lllicit International Political Economy forms the theoretical founda
for this study, whose contribution is situated in the current literature orMirypto

Findings

This study finds that Bitcoin is common among ciypitey launderers, though most also use some forrta@ihaknd that these

of third-party currency exchanges is a prevalent method to create illicit funds and conceal proceeds of crime. Tliafintliregs vali
hypotheses that illicit use of crypto is prevalent in the first two stages of ML, and that crypto is most often ussidrinnétinju
other fiat currencies. Although law enforcement is improving on monitoring and understanding popular cryptocurrencies
Bitcoin, akcoins pose a significant challenge for criminal intelligence. New regulationspfantyhitdrency exchanges baving a
positive impact on curtailing crandering but are shown to be insufficient per se to contain the use of crypto iractiwityal

Originality/value

This study contributes to a more robust understanding of the use of virtual currency in transnational and domedtibdés It con
to an emerging body of literature on the role of technological change in enabling the global flow of illicit fumidsmis @isblic
policy on virtual currency in general, and on AML regulation in Canada in particular.

AMIN

FAKHERELDINE

Aminds thesis research focuses
municationdased Train Control (CBTC) systems. CBTC systems rely.
on wireless bidirectional communication between trains and infra
structural devices located near the railroad tracks. It also includes wiri
less communications between components onboard the train. Launc
ing cybefattacks on these communications could lead to hazardous
consequences such as train dera
thesis work focuses on securing communications to avoid such event

The ESET Cybersecurity Barometer
Canadi ans now consider cyberecr
i mportant chall enge to t he

Canada, with nine out of ten
i mportant (55.8%) or fairly



https://www.emerald.com/insight/content/doi/10.1108/JFC-07-2022-0161/full/html
https://www.emerald.com/insight/content/doi/10.1108/JFC-07-2022-0161/full/html
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Anika Anwar, Talal Halabi, Mohammad Zulkernine
Vehicular communications
Available at SSRN 4087386

Abstract Autonomous Vehicles (AV) possess a fully automated driving system that ar
vehicle to respond to external conditions and provide advanced and intelligent trans
services without human intervention. For AV, the legitimacy and reliability of sensed & -
mitted data have direct influence on road network operations. For instance, the int -
vehicle communications is vulnerable to various threats such as spoofing attacks.
extremely volatile nature of AV, traditional centralized security solutions lack in flexit’ =~
mobility support. Moreover, the very large scale of future AV networks mandates an innovative

design of intelligent communication among the vehicles to identify authentic traffic information broadcasted ak@mondss the

In this paper, we design a vehicular collaboration framework that drives the interactions among autonomous vehicles
trustworthy communications to prevent data integrity attacks. The design involves a distributed, hedonic coalitigan®rmat
in which the vehicles evaluate their utilities according to their trust in each other and the data they transmitd Tlakigutgyose
coalition formation algorithm enables the vehicles to dynamically join and leave the collaborative communities hgsed ol
dat es. Vehiclesd hybrid trust relationships are deri

Experience, and Knowledge to optimally exploit the available information in the network and adapt the frameworkotn diffel
traffic contexts. Furthermore, to protect the formed coalitions against data integrity attacksasadtrdata aggregation

procedure using Dempsteth af er t heory of evidence is adopted to |
experimental results show that our collaboration framework is resilient to data corruption and fabrication attacks.

Ayesha Babaro
Thesis work with Dr. T. R.

BABAR Dean, A. Babar, F. Imam,

CASCON 20: Proceedings of the 30th Annual International
Conference on Computer Science and Engineering,
Toronto, November 2020, IBM Corp.

CRC FOCUS

David B. Skillicorn

> & , - Cyberspace is a critical part of our lives. Although we all use cybersg
' for work, entertainment, and social life, much of its infrastructure ar
operation is invisible to us. We spend a big part of our lives in an en

CYBERSECURITY
FOR EVERYONE ronment that is almost an essential service but is full of potential de
gers: a place where criminals can commit new kinds of crimes, wh

governments can exert political pressure, and where we can be hur
the unthinking actions of the bored and careless.

Making cyberspace more secure is one of the challenges of our tin
This is not only (or perhaps even primarily) a technical challenge. It
qguires actions by governments and businesses to encourage sec
David B. Skillicorn whenever possible, and to make sure that their own actions do not
dermine it. Unfortunately, many of those in a position to do somethir
about cybersecurity do not have the background to understand the
sues fullyCybersecurity for Everyomdl help by describing the issues
CRC Press in a way that is accessible to anyone, but especially those from n
oo technical backgrounds.



https://www.sciencedirect.com/science/article/abs/pii/S221420962200064X
https://www.sciencedirect.com/science/article/abs/pii/S221420962200064X
https://www.sciencedirect.com/science/article/abs/pii/S221420962200064X
https://www.amazon.ca/Cybersecurity-Everyone-David-B-Skillicorn/dp/0367643391/ref=tmm_pap_swatch_0?_encoding=UTF8&qid=&sr=
https://www.amazon.ca/Cybersecurity-Everyone-David-B-Skillicorn/dp/0367643391/ref=tmm_pap_swatch_0?_encoding=UTF8&qid=&sr=
https://qspace.library.queensu.ca/handle/1974/27685?show=full
https://qspace.library.queensu.ca/handle/1974/27685?show=full
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School of Computing PhD Achievement Award

Lama Moukahal received the School of =
Computing PhD Achievement Award. The
purpose of this award is to recognize a Ph
student who achieved significant research results: o 1 LAMA
quantity and quality of publications, patents and : E
commercial products.

MOUKAHAL
0Thanks to al/l t he s kuin \\d in this prog
currently working &ecurityCompassas a
SenidBecuriye sear cher 0.

Congratulations Lama!

3rd Annual Tabletop Exercise
September 7th and 8th, 2022

As admissions increased for the ZRICREATE Cybersecurity.
school year, so did the number of our future cyber experts atte
the 3rd Annual Tabletop Exercise.

Kathryn Fizzell, caontributor from the Experiential Learning Hul
prepared the students with a-priefing just prior to the exercise. T¢
accommodate the large number of attendees, Dr. Skillicorn he
separate sessions, where he presented the cyber incident
breaches that quickly escalated into a potential world crisis.
following day, Kathryn led a debriefing session.

CREATE Cybersecurity students played the roles of senior repre-~"

atives from government and industry in the Tabletop Exercise, Dr. David Skillicorn, Principal
simulating the actions of the Government of Canada Cyber Secnvestigator and CREATE Supervisor,
Event Management Plan in response to a cyber attack. presenting the Tabletop Exercise

1st ANNUAL CREATE CYBERSECURITY MINI CONFERENCE

at the RCMP Conference Centre on December 15th. Attendees will include our Supervisors, Studd
and Advisory Board members. Presentations will be given by our Masters and PhD students, ba
cybersecurity research under the supervision of their supervisors.

|l ssue

ram,

We are very pleased to announce that our first Mini CREATE Cybersecurity Conference will be held in Otte

nts, Par
sed on
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HAVE PASS, WILL TRAVEL

| volunteered at thmternational Cybersecurity Forum (FIC) in Montreal on November
l1st and 2nd. I't was the conferenceds f
the opportunity to interact with many of the 100 exhibitors present at the event.

The exhibitors included many important North American and European companies inv

oy 3 cybersecurity, such as
3 IBM, Cisco, Fortinet,
and Darktrace.

| also attended severa
interesting talks on
Quebecds |
postquantum encryp-
tion, and offensive
security, to name
few.

Vol unteering at the conference with fellow Queends c)
other volunteers and cybersecurity experts. It made me realize that the results achieved by cybersecurity comj
researchers are meaningful and have a real impact on our everyday lives.

MOHAMMAD The 2022 Conference was the tié&dition of ARES and was held at the University
ANAS

of Vienna, in Vienna, Austria from Augus2832022, organized BgpA Research

We were proud to welcome over 330 participants from 33 countries to ARES & CD
MAKE conference! The four conference days were filled with internationally
renowned keynote speakers, excellent papers, and lively workshops!

The acceptance rate of the ARES 2022 conference was 21,73% (full papers only).

I ARES 2022 was published by th| a (@
~ International Conference Pro- s
e ceedings Series published Ol

ACM ICPS.

ABOUT ARES

security & privacy. Since 2005, ARES serves as an important platfGrme
exchange, discuss and transfer knowledge and is hosted every year in
another European city.

AYESHA

During the weekend of October 21st and 22nd, | was fortunate to attend the
Canadian Women Celebration of Women in Computing CAN_CWIC 2022
conference Not only was | awed to see a significant number of motivated women in
the computerelated domain, but the demographic diversity of the group also amazed
me.

It was refreshing to see some younger women at the very start of their computing
journey having mixed feelings of confusion and excitement. At the same time, it was
encouraging to meet and listen to women who have made progress in their computing
journeys professionally and academically.

Special applause to all the organizers who worked hard to make this conference a sa
space for all of us to connect and exchange ideas. It was a unique experience o
positive energy and | am grateful to the Queen's School of Computing for this
opportunity.



https://www.sba-research.org/
http://dl.acm.org/citation.cfm?id=3538969
http://dl.acm.org/citation.cfm?id=3538969
http://dl.acm.org/citation.cfm?id=3538969
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HAVE PASS, WILL TRAVEL

AMIN

FAKHERELDINE

On November 1st and 2nd, | had the
honor to participate in organizing the
first FIC North America at the Palais
des congres de Montréal.

The conference brought together
cybersecurity leaders from public
authorities, multinational companies,
startups, universities, research centers,
and major digital training schools.

At the conference, | had the opportunity

\ : : to attend talks and chat with
" L cybersecurity professionals from the in-
dustry and academia. The conversations

gave me insights into the future

As a part of the CREATE program, Mohammed Anas, Anika Anwa
and Amin Fakhereldine; attended the event as Cyber ConCIErges M=ty ifo s ie iR AL IR BE s B Rt r e

research.

On October 21st and 22ntigot the privilege to be a part ©AN-
CWIC 2022 CAN-CWIC is the premiere Canadian computing confer-
ence for Women in Technology that brings together leaders in researc

perience to see all these great women in one place who all share o
thing: their passion for technology.

Thank you Morgan KleiMacNeil, VP, Finance Technology, TD,
Melissa Gilliam, Senior Software Engjn&sectronic Arts, Beryl

Tomay, VP, Last Mile at Amazon, Hanady Abdulsalam, Associate Prc
fessor & Former Vice Dean, Kuwait University, Anne Steptoe, VP, In-
frastructure, Wealthsimple, Munmun Chatterjee, Technical Progra
Manager, Google for sharing your wisdom, experience, success, and fz
ures with us. Special thanks go to Professor Wendy Powley for giving

the opportunity to attend this conference and connect with such
inspiring women. ANWAR

| had the opportunity to attend the WeaveSphere conference (previc
\ V\{SE Ya?'e called CASCON) in Toronto. | had the chance to present a short pe
P i on the dedentification of fre¢ext clinical  data, which was a nerve

cowenzo sy (& CASCON ‘ = . . .
racking but rewarding experience.

It's safe to say that Queen's was well represented, as two of my lab
also presented their work during the conference! The industry talks
other paper presentations touched or
many topics, including cybersecurity
blockchains, artificial intelligence, &
guantum computing.

One of the highlights of my time at WeaveSphere was the expo. | g
learn about other students’ work and interact with a lot of inspir
people. This truly gives me the motivation | need to keep going with
research.

I hope to attend more conferences like FIC and Weavesphere in th
ture. These events are proof that there is constant innovation
lan Pepin, Sazia Mahfuz & Ahmed Harby computer science, and to be a part of this is really exciting.
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PROUD TO ACKNOWLEDGE OUR MPA/CREATE
CYBERSECURITY GRADUATES

UNDER THE SUPERVISION OF
DR. CHRISTIAN LEUPRECHT

MADELEINE
ALDRIDGE

HANNAH
RUUTH

National Cybercrime Coordination
Centre (NC3)

MARIAH

JACKLIN

RCMP

CASSIDY

BAIJNAUTH

Canada Border Services Agency

GABRIELLA

MAZUMDER

Innovation, Science &
Economic Development

L g
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LAMA

MOUKAHAL

| recently completed my Ph.D. as part of the NSERC Cybersecurity Create program. | have spent ove
years in the program, which helped me build valuable skills, including project management, leadersh
communication skills, that | am currently employing in my career.

In terms of cybersecurity knowledge, the program offers fundamental courses that broaden my experie
the area. One interesting aspect of the Cybersecurity Create program is that it is not limited to technical «
only. | took a social science course that helped me explore and assess the digitized world cybersecurity
es and the role of governments. We covered various tomhsling cyberterrorism and cyberespiopage,
cybercrime, cyberwar, and counterterrorism.

The program offered great experiential learning opportunities and helped me make crucial |profes
connections. As part of the program, | had an internship at Irdeto, Canada, which prepared-walthr real
cybersecurity challenges. The industry partners gave us valuable and constructive feedback on our rese
successfully designed a vulnerabiiignted fuzz testing framework patented and published in| IEEE
Transaction on Reliability Journal. In collaboration with Irdeto, we also published several other papt
reputable venues (e.g., IEEE Internet of Things Journal and the International Symposium on Sof
Reliability Engineering (ISSRE) conference).

. Undoubtedly, the most valuable experience | had was workin
with my supervisor Prof. Mohammad Zulkernine whose| guid-
ance and profound knowledge helped me make informed
¢+ decisions that shaped my research.

.. Thanks to all the skills | earned in this program, | am currently

®. working at Security Compass as a Senior Security Researche
advise anyone seeking a professional career in cybersecuri
whether in the industry or academia, to join the CREATE
Cybersecurity Program.

#2%! 4% #aAAU0AAYGT

z —

aa (aooaée 2yyuce

As a Masterds of Public Adminis
provided me with the training to be successful in atesbnica
cybersecurity position. By taking two courses at RMC, | was able to e

National Cybercrime Coordination Centre (NC3). After completing my
internship, NC3 offered me a ftithe contract position.

Outside of work, | am using my training from the CREATE program to
educate young Canadians on cyber safety. | designed a 90 minute w
shop for my Girl Guides (aged® on cyber safety. If you would |ike

me to send you materials or | e

group,

HANNAH

| would recommend the NSERC CREATE program to any student wha
is interested in cybersecurity. Even without technical training (coding et
RUUTH the program helped me understand cyber space and how everyd
Canadians are impacted.



mailto:hannah.ruuth@gmail.com
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Sharing the Challenges of Cybersecurity

Webinar: Cybersecurity & Emerging ThreatgOct. 19, 2022

Dr. David Skillicorn, participated as a panelist in Cybersecurity Awareness ..
Month, promoted by the Government of Ontario that featured Cybersecurity and
Emerging Threats. The Ministry of Economic Development, Job Creation gnd
Trade was very pleased to host ahoue webinar to bring together the cyberse-

ment, and different sectors of the economy. Other panelists included Informé
Systems Security Partners (ISSP), Canadian Cyber Threat Exchange, Rog

Public Event oOReplacer | 06F
cy ber s ®&Oct.6Gth, 2028 Montreal

The HumarCentric Cybersecurity Partnership organized a public
round table in French at the ITHQ (353®8his) with the following
participants: Dr. Nora Cuppens (Polytechnique Montréal), Vanessa
Henri (Henri & Wolf), André Boucher (National Bank of Canada),

Dr . Christian Leupr ePRidrre E. Ra@ngeee n 6 s
(Ministere de la cybersécurité et du numérique du Québec).

Dr. Christian Leuprecht

\\

UPCOMING EVENTS n 202223

January 30 & 31, 2023 January 31, 2023

Toronto, Ontario Toronto, Ontario

March 9th & 10th, 2023
Vaughan, Ontario May 2425, 2023, Montreal, Quebec

May 2830, 2023, Cambridge, Ontario
May 2425, 2023, Montreal, Canada

June 1516, 2023 in Montreal, Canada

July 1213, 2023, Ottawa, Canada August 34, 2023, Montreal, Quebec

IN CLOSING . .. by Dr. David Skillicorn

Covid hit us within a few months of the start of the CREATE project

we struggled to provide the kind of enriched experiences for our stu i N
that we had promised. We were mostly successful, and we are ‘TﬁFi‘
our partners for working hard to make internships productive even W=

they had to be remote.

We are pleased to be starting to emerge from covid. Our upcoming
conference is a step towards this; and our students have been able T0°C
again attend conferences where they can present their work, and network with other researchers and practitioners.

Research on a wide variety of topics related to security in cyberspace are being investigated. Some of them Hdes beg

here, but there are many more. As well as the research component, our students learn the technical foundations, an

political, and social issues around security in cyberspace, as well as presentation and entrepreneurial skillssatlyelpgra

careers that will protect Canada from the many threats we face today.



https://www.siberx.org/event/ciso-forum-canada-2023/
https://www.siberx.org/event/the-cybersecurity-meetup-2023/
https://www.siberx.org/eventcat/women-in-cybersecurity/?post_type=event
Canadahttps://waset.org/cybersecurity-cybercrime-and-cyberthreats-conference-in-may-2023-in-montreal
Canadahttps://waset.org/cybersecurity-cybercrime-and-cyberthreats-conference-in-may-2023-in-montreal
https://waset.org/cybersecurity-technology-conference-in-may-2023-in-montreal
https://waset.org/cybersecurity-technology-conference-in-may-2023-in-montreal
https://www.cambridgeforums.com/forums/cyber/
https://waset.org/embedded-devices-and-cyber-security-conference-in-june-2023-in-montreal
https://waset.org/embedded-devices-and-cyber-security-conference-in-june-2023-in-montreal
https://waset.org/healthcare-payment-systems-and-medical-payment-data-security-conference-in-june-2023-in-montreal
https://waset.org/healthcare-payment-systems-and-medical-payment-data-security-conference-in-june-2023-in-montreal
https://waset.org/healthcare-payment-systems-and-medical-payment-data-security-conference-in-june-2023-in-montreal
https://waset.org/cyber-resilience-systems-and-cybersecurity-conference-in-july-2023-in-ottawa
https://waset.org/cyber-resilience-systems-and-cybersecurity-conference-in-july-2023-in-ottawa
https://waset.org/cybercomputing-cybersecurity-and-cloudcomputing-conference-in-august-2023-in-montreal
https://waset.org/cybercomputing-cybersecurity-and-cloudcomputing-conference-in-august-2023-in-montreal
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October 2022 Cyber Security Awareness Month

In October, Communications Security Establishment Canada (CSEgah@ytser Safeampaign launched Cyber Security Awarktoegh

2022
nal '

(Cyber
s day! o

Mont h)
Cyber

each October to inform people of the importance of cyber securit

Phishing is a cyber

pretending to be a legitimate sender like a bank or a government]
zation. According to the Canadian Amtud Centre, phishing is one
the most commonly reported frauds in Canada.

This Cyber Month, organizations and individuals across Canada
couraged to get involved by using the free resourceimatmpions
toolkitto raise awareness about cyber security and help fight phis

Also in October, the Communications Security Establishment ra
g edigitalradvertisiagdcampaigh aimed at helpifg
Canadians protect themselves from phishing.

itso Dondt

with the theme O0Fight phishing: Ruin a c
Month is a c
criminal f

On October 24th, to mark Media Literacy Week, Get Cyber Safe teamed up with MediaSmartdiscpuesaniline safety, ankshop for

older adults.

In Canada, Cyber Month focuses on helping Canadians protect themselves in an evolving digital landscape by ptipsdimat heldule
can apply throughout the fewreek campaign. The 2022 edition focused on educating Canadians about phishing and higkloginity yieest
practices. Cyber Month explored the following weekly phishing themes:

Week 1: You Got Phisheé The first week of Cyber Month focused on how to tell if you have been hacked or phished, and what to do t
vent and recover from a scam, including how to report the incident.

Week 2: Where, Why and How it Happen8 In this week, Cyber Month explored the different types of phishing and provide an underste
ing of why cyber criminals attempt to scam. Participants learned about phishing trends, social engineering, malwaweand rans

Week 3: PreventiodThi s week,

taught

participants
enabling muliactor authentication (MFA) and regularly backing up your data; and

tools and tricks to

Week 4: Putting it All to TogetherdThe last week of Cyber Security Awareness Month brought together eviegtthé@ththroughout the
month! By the end, participants are able to detect the signs of a phishing campaign and know how to protect agpétiatk. ghighirot
only helped the participants but helped them to share the tips with family and friends too.

FRAUD ALERTS

If you think that you are immune to cyber fraud, think again! Accordin@tonthie
scams that affect individuals. This list does not include scams affecting small businesses, scams by mediunt arddeaify thef

Air duct cleaning

Asian community, calls targeting the
Bank investigator
Business proposals, fake
Business opportunity
Canada Revenue Agency
Car wrapping

Charity

Collection agency
Continuity

Counterfeit merchandise
COVID-19
Cryptocurrency

Donation

Emergency

Explicit video

Extortion

Fake business proposals
Fake grant

Financial agent

Foreign lottery

Foreign money offers

Franchise opportunity

Source:

Gem

Government documents, help with
Grant

Hitman

Hydro

Immigration extortion
Immigration website
Inheritance

Initial Coin Offerings
Investment

Job

Job: counterfeit cheque
Loan

Lottery, foreign

Low interest rate offers
Merchandise

Money mule

Money offers, foreign
Mystery shopper
Pardon

Personal information
Phishing

Ponzi

the following are the current

Prize

Prize winner call
Psychic

Pump and dump
Pyramid
Ransomware
Recovery pitch
Resale
Romance
Service
Sextortion

Sim card swap
Spear phishing
Subscription trap
Taxpayer

Tech support

Telephone calls targeting the Asian
community

Timeshare resale
Timeshare
Vacation

Vendor fraud
Video, explicit

Weight loss grants


https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/extortion-extorsion-eng.htm
https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/individual-individuelle-eng.htm
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Test your Cybersecurity KNOWLEDGE

See answers below

2. You are tasked with configuring a switch so that it separates VolP and data traffic. Which of the
following provides the BEST solution?

A.NAC
B. DMZ
C.SRTP
D. VLAN

3. A HIDS reported a vulnerability on a system based on a known attack. After researching the alert f
the HIDS, you identify the recommended solution and begin applying it. What type of HIDS is in use~

A. Network-based
B. Signaturebased
C. Heuristic-based
D. Anomaly-based

4. You manage a Linux computer used for security within your network. You plan to use it to inspect
handle networkbased traffic using iptables. Which of the following network devices can this replace?

A. Wireless access point
B. Firewall

C. Layer 2 switch

D. Bridge

5. Lisa is enabling NTP on some servers within the DMZ. Which of the following use cases is she
MOST likely supporting with this action?

A. Support voice and video transmissions BProvide time synchronization
C. Enable email usage Hhcrypt data-in-transit
Answers
1. D LDAP
2. D VLAN

3. B Signaturéased

4. B Firewall

5. B Provide time synchronization
Source:

S


https://www.proprofs.com/quiz-school/story.php?title=pp-darril-gibson-sec-technologies-and-tools
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